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https://arstechnica.com/information-technology/2019/08/centurylinks-37-hour-outage-blocked-911-service-for-17-million-people/

How malformed packets caused CenturyLink’s 
37-hour, nationwide outage
JON BRODKIN - 8/19/2019, 4:15 PM

CenturyLink's nationwide, 37-hour outage in December 2018 disrupted 911 service for millions of Americans and prevented 
completion of at least 886 calls to 911, a new Federal Communications Commission report said.
… The 37-hour outage began on December 27 and "was caused by an equipment failure that was exacerbated by a network 
configuration error," the FCC said. CenturyLink estimates that more than 12.1 million phone calls on its network "were blocked 
or degraded due to the incident," the FCC said.  Additionally, about 1.1 million of CenturyLink's DSL customers lost service for 
parts of the 37 hours. Another 2.6 million DSL customers "may have experienced degraded service," the FCC said….

Root cause
Problems began the morning of December 27 when "a switching module in CenturyLink's Denver, Colorado, node 
spontaneously generated four malformed management packets," the FCC report said.

https://arstechnica.com/information-technology/2019/08/centurylinks-37-hour-outage-blocked-911-service-for-17-million-people/
https://arstechnica.com/author/jon-brodkin/
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The LangSec Approach to Solving It
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LangSec in Practice

● Solution: LangSec Parsers
1.  Define a grammar that represents a 

"secure subset" of the protocol.
○ No more than context-free!
○ ...or maybe PEG

2. Build a parser that accepts only this 
grammar.

3. Use this parser everywhere this 
protocol is parsed.

● And we’re standardizing toolkits to make 
this easy for any ICS developer!

●
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Parsing & protocol anti-patterns

•“Shotgun parsers”: input validity checks intermixed with 
processing code; no clear separation boundary

• OpenSSL’s Heartbleed, GNU TLS Hello bug, …

•Unnecessarily complex syntax (e.g., context-sensitive where 
context-free or regular would suffice)

• Objects’ interpretation & legality depends on sibling object contents

•Parser differentials (parsers disagree about message contents)
• X.509 CA vs client bugs, Android Master Key bugs, …
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Parser combinators: a natural choice

•Hammer parser construction kit: C/C++ 

• Bindings for Java, Python, Ruby, .NET, Go
• Three algorithmic parsing back-ends

•Freely available on GitHub:
https://github.com/UpstandingHackers/hammer
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Parser combinators at a glance (2)
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Code that looks like grammar: AMQP
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Collaborating with GE Research: Predix Protocol 
Grammar
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● Listens on a port for packet payloads
● It is an application layer protocol
● Server passes it on to the Predix parser which returns the parsed object or False 

if the parsing failed

Architecture
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{"body":[{"attributes":
{"source":"CDP"},
"datapoints":[[1519416378

549,0.871740788830354,3]],"na
me":"hmi.signal1"},

{"attributes":{"source":"CDP
"},"datapoints":[[1519416378549,
2.0,3]],"name":"hmi.signal2"},

{"attributes":{"source":"CDP
"},"datapoints":[[1519416378549,
-0.533333001608573,3]],"name"
:"hmi.signal3"}],

"messageId":"flex-pipe"}

Parser Example



Vox Clamantis in Deserto

● Exhaustively validate over a corpus of over 500 valid messages
● Unit tests using python unittests library
● Fuzzing using pyjfuzz – A python JSON fuzzing library

○ Our parser showed resiliency and 0 crashes or exceptions

Unit testing and fuzzing
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Parsers as an IDS
● Within a substation, we intercept all 

communications through the router and 
parse them. 

○ C37.118, DNP3, Modbus, IEC61850 
(variants)

● Latencies measured on a ARM Cortex A17 
with 2GB RAM.

● Our parsers survived AFL fuzzing. 
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Various Ongoing LangSec Initiatives

IDS for the Power Grid

DARPA RADICS: Threat 
Intelligence and Grid 
Recovery (TIGR) project

(With SRI International)

File Format Validators

DARPA SAFEDOCS: 
Parsley Project

(With SRI International)

Securing Hardware 
Architectures with Parsers 
in FPGAs

DARPA GAPS

(Extending our collaboration 
with GE Research: David 
Safford, William Smith and 
Kepa Krzysztof.)
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Results and Next Steps

Current LangSec parsers include:

● DNP3 (Bratus et al. '16)
● C37.118 (Anantharaman et al. '18)
● IEC 61850
● GOOSE
● MMS  
● HTTP HMI Parsers

Roadmap to upgrade a whole 
substation (Millian et al. ’19)

Future directions include tools for:
● automated discovery of legacy 

grammars
● automated generation of fuzz-testers
● automated discovery of differential 

parsing vulnerabilities
● fixing zero-days in black-box code
● discovering and fixing holes in ICS 

wireless interfaces
● formal verification of parsers and 

protocol specs
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Thank you!

Questions?

https://cs.dartmouth.edu/~pa

Prashant: pa@cs.dartmouth.edu

Sean Smith: sws@cs.dartmouth.edu 

https://cs.dartmouth.edu/~pa
mailto:pa@cs.dartmouth.edu
mailto:sws@cs.dartmouth.edu

